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ABSTRACT 
This purpose of this study was to investigate small business security practices by a 
case study of independent insurance agencies located in seven rural North Dakota counties to 
better understand concerns in providing basic security needs for their information systems.   
This study utilized the National Institute of Standards and Technology document “Small 
Business Information Security: The Fundamentals” (NISTIR 7621) as the guide for 
determining what information security practices small businesses should be utilizing.  
This study proposed three research questions: 
1) What level of security do independent insurance agencies in rural North Dakota 
implement when measured against the suggested practices of the NISTIR 7621 
guidelines? 
2) How do independent insurance agencies in rural North Dakota perceive they could 
improve their security practices in regards to NISTIR 7621?  
3) How do independent insurance agencies in rural North Dakota perceive their rural 
location impacts their information security practices? 
To collect the evidence to respond to the research questions, this study utilized a case 
study design that collected both quantitative and qualitative data from participants.  
Participants completed a pre-interview survey based on the ten absolutely necessary security 
actions recommended by NISTIR 7621.  The survey was utilized again during the interview 
portion of the study to assist the participant in understanding the security practice, assess the 
accuracy of the interviewee’s initial response, and adjust the response if necessary.  It was 
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determined small business, on average, fully implemented 24% of the recommended 
practices.  On completion of the survey, participants were interviewed to address the second 
research question.  Participants identified five resources they felt would be necessary to 
improve their security practices.  Interview questions were also asked to address the third 
research question.  A wide majority felt that their rural location has no impact on their 
information security practices.  The findings from this study present some issues of concern.  
First, the participants are not meeting the practice recommendations even though they do 
appear to have a good idea of the resources they need.  Secondly, most seem to be content 
with performing an average job or modest effort at any one practice and are reluctant to 
pursue the resources they would need to reach a higher level of security.  Thirdly, as the 
respondents were interviewed, the general feeling was that there were no imminent threats 
and the security practices could wait. After thorough analysis, this study suggests that 
independent insurance agents can improve their security practices by utilizing security 
awareness training, updating to current operating systems and seeking outside support on 
more technical matters. 
 
 
 vi
DECLARATION 
I hereby certify that this project constitutes my own product, that where the language 
of others is set forth, quotation marks so indicate, and that appropriate credit is given where I 
have used the language, ideas, expressions or writings of another. 
I declare that the project describes original work that has not previously been 
presented for the award of any other degree of any institution. 
 vii
TABLE OF CONTENTS 
DISSERTATION APPROVAL FORM ................................................................................................II 
ACKNOWLEDGMENT ...................................................................................................................... III 
ABSTRACT .......................................................................................................................................... IV 
DECLARATION .................................................................................................................................. VI 
TABLE OF CONTENTS .................................................................................................................... VII 
LIST OF TABLES ................................................................................................................................ IX 
LIST OF FIGURES .............................................................................................................................. XI 
INTRODUCTION ................................................................................................................................... 1 
INTRODUCTION TO THE PROBLEM .......................................................................................................... 1 
PURPOSE OF THE STUDY ........................................................................................................................ 2 
RESEARCH QUESTIONS .......................................................................................................................... 4 
ASSUMPTIONS AND LIMITATIONS .......................................................................................................... 4 
ORGANIZATION OF THE STUDY .............................................................................................................. 5 
LITERATURE REVIEW ....................................................................................................................... 6 
SECURITY SURVEYS............................................................................................................................... 7 
BEST PRACTICES .................................................................................................................................. 10 
SECURITY STRATEGY AND MANAGEMENT .......................................................................................... 13 
RESEARCH METHODOLOGY AND DESIGN ............................................................................... 15 
QUANTITATIVE DATA COLLECTED ....................................................................................................... 17 
QUALITATIVE DATA COLLECTED ......................................................................................................... 18 
RESULTS, ANALYSIS AND FINDINGS ........................................................................................... 20 
RESULTS CONTRIBUTING TO PRACTICE ............................................................................................... 20 
STUDY PROTOCOL ............................................................................................................................... 22 
RESULTS AND FINDINGS: SECURITY PRACTICES SURVEY .................................................................... 24 
RESULTS AND FINDINGS: PARTICIPANT INTERVIEWS ........................................................................... 42 
ALIGNMENT OF RESEARCH QUESTIONS TO FINDINGS .......................................................................... 57 
ANALYZING THE PROPOSITIONS .......................................................................................................... 58 
ANALYSIS SUMMARY .......................................................................................................................... 63 
CONTRIBUTIONS, DISCUSSION AND CONCLUSION................................................................ 65 
 viii
SUMMARY OF RESEARCH FINDINGS ..................................................................................................... 65 
LIMITATIONS ....................................................................................................................................... 68 
RECOMMENDATIONS FOR FUTURE RESEARCH ..................................................................................... 68 
IMPLICATIONS AND CONCLUSION ......................................................................................................... 69 
REFERENCES ...................................................................................................................................... 70 
APPENDIX A: CASE STUDY PROTOCOL ...................................................................................... 75 
SECTION A: OVERVIEW OF THE RESEARCH PROJECT ............................................................................ 75 
SECTION B: THE CASE RESEARCH METHODS ........................................................................................ 77 
SECTION C: RESEARCH PROCEDURES .................................................................................................. 79 
SECTION D: RESEARCH INSTRUMENTS ................................................................................................. 80 
SECTION F: CASE STUDY REPORT ....................................................................................................... 89 
 
 ix
LIST OF TABLES 
Table 1: Participant Overview ..................................................................................... 21 
Table 2: Definition of Survey Response Options ........................................................ 24 
Table 3: Overview of Survey Responses ..................................................................... 25 
Table 4: Overview of Interview Based Survey Responses .......................................... 25 
Table 5: Survey Question 1 Results ............................................................................. 26 
Table 6: Survey Question 2 Results ............................................................................. 27 
Table 7: Survey Question 3 Results ............................................................................. 28 
Table 8: Survey Question 4 Results ............................................................................. 29 
Table 9: Survey Question 5 Results ............................................................................. 30 
Table 10: Survey Question 6 Results ........................................................................... 31 
Table 11: Survey Question 7 Results ........................................................................... 31 
Table 12: Survey Question 8 Results ........................................................................... 32 
Table 13: Survey Question 9 Results ........................................................................... 33 
Table 14: Survey Question 10 Results ......................................................................... 34 
Table 15: Difference between Pre-Interview and Interview Surveys .......................... 36 
Table 16: Percent Respondents Implementing 50% and Above .................................. 38 
Table 17: Number of Employees and Security Practices ............................................. 39 
Table 18: Monthly Hours of IT Work and Security Practices ..................................... 40 
Table 19: Interview Question 1 Common Themes ...................................................... 43 
Table 20: Coding Results for Interview Question 1..................................................... 43 
Table 21: Interview Question 1a Common Themes .................................................... 44 
Table 22: Coding Results for Interview Question 1a ................................................... 45 
Table 23: Interview Question 2 Common Themes ...................................................... 46 
Table 24: Coding Results for Interview Question 2..................................................... 47 
Table 25: Interview Question 2a Common Themes .................................................... 48 
Table 26: Coding Results for Interview Question 2a ................................................... 48 
Table 27: Interview Question 2b Common Themes .................................................... 49 
 x
Table 28: Coding Results for Interview Question 2b................................................... 50 
Table 29: Interview Question 3 Common Themes ...................................................... 50 
Table 30: Coding Results for Interview Question 3..................................................... 51 
Table 31: Interview Question 3a Common Themes .................................................... 52 
Table 32: Coding Results for Interview Question 3a ................................................... 52 
Table 33: Interview Question 3b Common Themes .................................................... 53 
Table 34: Coding Results for Interview Question 3b................................................... 53 
Table 35: Interview Question 3c Common Themes .................................................... 54 
Table 36: Coding Results for Interview Question 3c ................................................... 54 
Table 37: Interview Question 4 Common Themes ...................................................... 55 
Table 38: Coding Results for Interview Question 4..................................................... 56 
  
 xi
LIST OF FIGURES 
Figure 1: Average Survey Question Responses ........................................................... 35 
Figure 2: Average Survey Question Interview Responses ........................................... 36 
Figure 3: Graphical Representation of Survey Difference ........................................... 37 
Figure 4:  Comparison of Number of Employees and Security Practices.................... 40 
Figure 5: Graph of Monthly Hours of IT Work and Security Practices ...................... 42 
Figure 6: Selected Counties in North Dakota .............................................................. 75 
Figure 7: Survey Page 1 ............................................................................................... 81 
Figure 8: Survey Page 2 ............................................................................................... 82 
Figure 9: Survey Page 3 ............................................................................................... 83 
Figure 10: Survey Page 4 ............................................................................................. 84 
Figure 11: Survey Page 5 ............................................................................................. 85 
Figure 12: Survey Page 6 ............................................................................................. 86 
Figure 13: Interview Script .......................................................................................... 87 
 
1 
CHAPTER 1 
INTRODUCTION 
Introduction to the Problem 
Concern for small business security in the increasingly technology dependent business 
environment is widespread, and this concern is reflected in research by the technology 
industry and various research communities (Mellado & Rosado, 2012).  The work in this field 
primarily falls into two categories.  The first is to define best practices in information security 
with a goal to protect the small business assets.  The second category generally looks for ways 
to measure the security practices that exist in small business and focus attention towards the 
weaknesses and vulnerabilities (Morgan, 2005).  The National Cyber Security Alliance (2012) 
completes an annual small business security survey that suggests small businesses are falling 
short of implementing practices that keep their businesses safe from security threats. Some 
reports suggest that small businesses are the most victimized of all companies (Kavilanz, 
2012).  Occasionally security experts will attempt to suggest remedies that usually note the 
need for increased staffing or funding (Kavilanz, 2012) – these remedies don’t fit well with 
small information technology budgets (Willcocks, 1992). 
In the United States, the Small Business Administration (2012) will, on average, 
define a small business as having less than 500 employees.  These businesses, however, 
represent over 95% of all businesses and employ over half of non-governmental employees 
(U.S. Small Business Administration, 2012).  Small businesses have increasingly become 
targets for hackers and cyber criminals as larger businesses with more resources have become 
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more secure (Kissel, 2009).  The National Cyber Security Alliance reported that in 2012 that 
31% of security attacks were on small businesses, an increase from 18% in 2011 (National 
Cyber Security Alliance, 2012).  Small businesses typically have their entire technology 
infrastructure supported by a single employee or small department that is not well informed of 
security standards (Park, Robles, Hong, Kim, & Yeo, 2008). 
One of the most reported security surveys for small business is the National Cyber 
Security Alliance (NCSA) / Symantec - National Small Business Study (2012).    The most 
recent survey in 2012 consisted of 86 questions with a sample size of 1,015 small businesses, 
with 250 employees or less (National Cyber Security Alliance, 2012).   The survey results 
provided no information relating small business size or location to the security practices. This 
information might be useful in visualizing the application of the survey results to very small 
businesses in rural America. 
Purpose of the Study 
The purpose of this study was to investigate small business security practices by a case 
study of independent insurance agencies located in seven rural North Dakota counties to 
better understand concerns in providing basic security needs for their information systems.   
Most business in North Dakota are small business, and they handle sensitive 
information – therefore we need to understand and measure their security practices.  In North 
Dakota, approximately 40 percent of the total population is living and working in designated 
rural areas (U.S. Department of Commerce, 2010).  According to the US Department of 
Commerce (2010) nearly 85% of the businesses in this state have less than 20 employees.   
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Independent insurance agencies are companies that sell a variety of insurance products 
including areas of health, life, disability, property and long term care(Independent Insurance 
Agents and Brokers of America, 2012). These agencies are typically small businesses that are 
able to write policies with multiple insurance providers and provide their clients several 
options (Riskpro).  In the United States there are approximately 37,500 independent agencies 
(Independent Insurance Agents and Brokers of America, 2012).  
The geographic area of this study includes the contiguous counties of Dickey, 
Lamoure, Logan, McIntosh, Ransom, Sargent and Emmons in South Central North Dakota.  
These counties represent a land area of approximately 7,576 square miles which is about 11% 
of the state of North Dakota.  The population represents about 4% of the state residents at 
nearly 27,000 residents with a population density of 3.8 persons per square mile (US Census 
Bureau, 2010).  All parts of these counties represent rural / non-urban areas as defined by the 
2010 census (USDA Economic Research Service, 2010).  
According to the North Dakota Insurance Department (2013) these counties contain 
215 registered insurance agents and 44 registered agencies.  Initial review of the agencies 
suggest that approximately 33 of these represent independent agencies(Professional Insurance 
Agents of North Dakota).  Additional criteria for case selection is that the independent 
agencies selected shall be responsible for managing their computer systems and not fall under 
the management of a related business such as a bank or credit union. 
To better understand the security practices of these businesses, this study incorporated 
the use of the National Institute of Standards document titled “Small Business Information 
Security: The Fundamentals” (NISTIR 7621). This document is an interagency report that 
describes research of a technical nature with the intent of providing guidance to small 
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businesses in their security actions (National Institute of Standards and Technology, 2013).  
Small businesses are not required to follow any of the guidelines, but are strongly encouraged 
to in order to meet a basic level of information security (Kissel, 2009).  NISTIR 7621 
describes 10 absolutely necessary security actions that a small business should utilize.   
Research Questions 
The research questions are: 
1) What level of security do independent insurance agencies in rural North Dakota 
implement when measured against the suggested practices of the NISTIR 7621 
guidelines? 
2) How do independent insurance agencies in rural North Dakota perceive they could 
improve their security practices in regards to NISTIR 7621?  
3) How do independent insurance agencies in rural North Dakota perceive their rural 
location impacts their information security practices? 
Assumptions and Limitations 
This case study is limited to independent insurances agencies located within seven 
rural counties of south central North Dakota.  An additional constraint is that these agencies 
must operate as independent businesses completely responsible for all business operations in 
regards to their use of information technology.  It is often the case that independent insurance 
agencies operate within another business such as a bank or credit union.  Those agencies have 
been excluded from this study.  Results and conclusions that have been developed through 
this study are applicable specifically for independent insurance agents in the selected 7 county 
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area of North Dakota.  However the case study methodology that this study utilizes may be 
applicable to other business types and other geographic areas.  Each researcher should 
determine whether the methods utilized in this study are applicable to other situations and 
business scenarios.   
Organization of the Study 
This dissertation consists of five chapters.  This is Chapter 1 and provides an 
introduction to the study.  Chapter 2 provides a literature review.  Chapter 3 describes the 
research methodology and design.  Chapter 4 includes the data, analysis and findings.  
Chapter 5 includes the contributions, discussion and conclusion.  Appendices containing 
support documents for the study follow at the end of this document. 
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CHAPTER 2 
LITERATURE REVIEW 
 
A literature review was conducted to better understand the current situation and 
research in regards to small businesses information security in the United States. As noted in 
the introduction, small businesses are increasingly becoming targets for hackers and cyber 
criminals (Kissel, 2009).  In performing this review, care was taken to keep the focus on small 
businesses with an eye towards their unique security concerns as well as their security 
practices.   
The search began with various Internet searches as well as Google Scholar and then 
moved on towards the ProQuest and ACM libraries.  By focusing on more current research 
and articles geared towards small business needs, the search was narrowed considerably.  To 
further narrow the search and maintain focus on the research goals and motivation, the papers 
and articles selected for further review needed to either have a strong focus of assessing the 
current state of the small business security situation or suggest concise and effective strategies 
for improving small businesses security.  The search also tended to follow more of a business 
mindset that focused on the resource limitations and concerns of a business and less on the 
technical details of information systems since the study focuses on business limitations and 
not limitations in technology. 
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As the search evolved, it was generally found that the articles in the scholarly journals 
focused well on the management aspects of security such as business resources and security 
strategies.  Industry documents, however, were ripe with data on current small business 
security surveys and often suggested best practices to improve security.  It seemed sensible to 
separate the literature review into three themes: security surveys, best practices, and security 
strategy and management. 
Security Surveys 
One of the key small business security studies in recent years has been completed by 
the National Cyber Security Alliance in partnership with Symantec software.  The 2012 study 
which was described in the introduction has been widely reported in numerous technology 
and business news outlets.  The 86 questions attempted to assess small business technology 
use and their security practices.  The summaries of this study often attempt to measure the 
opinions that small business management has about their security status against their actual 
practices.  The Hartford (2012) completed a much simpler study that fits much closer with the 
survey portion of  this proposed case study.  The Hartford developed eight data protection 
best practices and then surveyed 501 U.S. small businesses about their application of these 
best practices. The average implementation rate for these practices was 51%.  The survey did 
not report on any technology staffing size or how the survey samples were selected.   
In 2013, McAfee partnered with Office Depot to develop what they called a small 
business cyber security survey (McAfee, 2013).   That study was of around 1000 companies 
with fewer than 1000 employees. The study found some interesting results.  Just14% of the 
small businesses had not implemented any security measures at all, only 50% utilized some 
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sort of internet security and nearly 80% did not use data protection.  However, over 66% 
percent felt that their data was secure from hackers and safe from loss.  The report suggested 
this was likely due to small businesses having a false sense of security as small business 
attacks rarely are reported. 
The National Small Business Administration completed a small business technology 
survey in 2013 of over 800 small businesses (National Small Business Association, 2013).  
Businesses sizes ranged from 1 to 500, but the majority was under 100 employees.  The 
survey asked numerous questions on the use of technology in small business with the stated 
goal that understanding how small businesses utilize technology is very important in 
understanding their vulnerabilities and cyber security issues.  The study compared results to a 
similar study done in 2010 and noted sharp increase in technology use of desktops, laptops 
and smart phones among the businesses.  In those completing the survey, 72% provided their 
own internal IT support.  24% contracted with outside companies for support. 
Another recent survey focused on technology trends in small business to better 
understand their use of technology and the security implications.  AT&T completed a small 
business technology poll that involved companies with less than 100 employees (AT&T, 
2013).  The poll found some interesting trends – 98% of the companies in their survey use 
wireless technology, and nearly 56% are using smart phones for business use and surprisingly 
69% of these companies are utilizing tablet computers with new businesses much more likely 
to utilize tablet computers. 
Continuing on this trend of new technology, Harris interactive conducted an online 
survey about the use of mobile devices in business (Bradley, 2012).  This study also indicated 
a huge growth in wireless and mobile devices in business use with 76% utilizing mobile 
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devices for business use.  However the majority of the respondents to their survey stated that 
security concerns are preventing them from more fully adopting this technology in business 
use even though a large majority have never experience security issues like data theft with 
these devices. 
Ernst & Young Global Limited completed a global information security survey in 
2013 (EY Inc., 2013).  Their survey found that businesses are making significant progress in 
security defense tactics, but are still reactionary in nature.  This study focused heavily on 
financial details related to information security.  The study noted that 46% of the information 
technology budgets are being used for improvements in information security and those 
budgets are on the rise.  Nearly 68% of the companies state that disaster recovery and 
business continuity are among their top priorities.  The study points out that most of the 
companies in their survey are spending money on information security due to regulatory 
compliance issues and not placing enough emphasis on other issues like employee training 
and security awareness. 
CompTIA completes an annual information security trends study.  This study 
(CompTIA, 2043) was an online survey of over 500 businesses.  The study did show that 
businesses are treating information security as a top priority and nearly 80% are satisfied with 
their security infrastructure.  However the main concern that came out of this study is the slow 
pace at which companies are adopting new technologies to take on modern security threats. 
Kaspersky labs completed a global survey of IT professionals this past year 
(Kaspersky Lab, 2013).  Key findings of this survey were that 91% of the companies had at 
least one external security incident in the past year, and managing security is the main issue 
faced by their IT department.  This survey involved nearly 3,000 interviews and involved 
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businesses in 24 countries.  This survey focused heavily on IT security practices that the 
companies have taken to minimize their security risks.  The survey found that only 71% had 
fully implanted anti-virus / anti-spyware software and only 54% had software update / patch 
management plan. 
There are numerous other independent security surveys.  Often financial and 
accounting firms and security service providers develop their own surveys with a second 
intention of promoting their own services.  As the literature was reviewed, it became evident 
that there was no standard set of practices that most small businesses are being measured 
against.  
Best Practices 
Having no standard set of security requirements for the typical small business makes 
for difficult and expansive tasks in researching what actual security practices a small business 
should undertake.  For the small business, the difficulty is to identify security practices that 
are practical and affordable (NIST Computer Security Division, 2012).   The NIST Computer 
Security Division has attempted to answer their concern in developing the NISTIR 7621.   
This report seeks to assist small businesses in proving a basic level of security (Kissel, 2009).    
NISTIR 7621 suggests 10 absolutely necessary security actions that will provide basic 
security that are reasonable to implement.  For the purpose of the survey portion of this study, 
these 10 actions will be used to develop a baseline for the security practices of the cases. 
The U.S. Chamber of Commerce produces a security guideline that suggests essential 
internet security practices (2009). However, this document, although lengthy, doesn’t 
specifically focus on small businesses with limited resources.   The Internet Security 
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Alliance(2004) has developed a twelve step program for cyber security in small businesses.  
These 12 steps match closely with the objectives of NISTIR 7621 and could also serve well in 
a survey to develop a small business baseline. 
The SANS institute produced a guide several years ago that described the best 
computer security practices for small business (Willert, 2001). It was one of the earliest 
whitepapers produced to guide small businesses in security decisions.  It described 6 key 
practices as a layered approach to small business security.  The approach is still valid today 
and many modern guides incorporate the same set of practices.  This approach also 
encourages the small business operator to stay current with information technology.   
Cisco systems produces a small business security checklist (Cisco, 2014)  This list is 
more of a set of high level tasks or management aspects related to computer technology, and 
focuses heavily on the effects to business should there be an information technology security 
incident. 
The United State Small Business Administration has an online training course related 
to securing information for small business (U.S. Small Business Administration, 2014).  This 
course features sections such as background information on security concerns, description of 
the aspects of information security and associated costs, information about the threats and 
risks a small business might face and a comprehensive set of slides on recommended security 
practices. 
The United States government through the Federal Communications Commission also 
produces some information regarding cyber security for small business (Federal 
Communications Commission, 2014).  They list 10 cyber security tips for small business that 
match up closely with the NIST IR 7621 guidelines, but provide fewer details on actually how 
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to implement the practices. They do however include some guidance for mobile devices 
which is lacking from the NIST guidelines. 
It’s not only the federal government that is promoting small business security, but 
state governments also.  For example the state of Maine hosts their own cyber security guide 
(Lambert, 2013).  This guide was developed by university professors and students and 
suggests twelve key steps a small business should utilize to secure their company.  It also 
gives guidance for developing security plans, how to deal with security incidents, and how to 
develop a disaster recovery plan. 
The authors from the articles noted below describe their own list of best practices that 
recommend what small businesses should follow.  Small Business Computing produces a list 
of ten network security steps for small businesses (Kerner, 2011).  This list only focuses on 
the network related aspects of small business security, but does share some practices in 
common with the NIST guidelines.  However, many of their suggested practices are likely 
beyond the technology skills of the small business owner and would likely require some 
outside support. 
PC Magazine contains an article that suggests five practices that small business could 
utilize to protect their data from cyber security threats (Rashid, 2013).   This article suggests 
practice related to updating systems, scanning for anti-virus and malware, having secure 
passwords, utilizing certificates and being accountable for your business security. 
Whether it is textbooks, government recommendations, print articles, or commercial 
web sites, a small business operator can find recommendations for security practices with 
some simple web searching. However, as mentioned at the start of this section having no 
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standard set of security requirements for the typical small business makes it more difficult for 
them to establish a critical list of tasks they should implement.  
Security Strategy and Management 
This theme includes articles and papers that suggest strategies and management 
techniques to improve small business practices.  Gilbert (2003) suggests developing a security 
education, training and awareness (SETA) program for small businesses with a focus on cost 
effectiveness and efficiency. The ultimate goal would be to adapt the business culture to 
integrate security.  A small business technique that promotes developing a security culture 
was also suggested in other research (L. Sánchez, Santos-Olmo, Fernández-Medina, & 
Piattini, 2010).  Security techniques such as those involving the personal values of the people 
in the small business should also be taken into account (Dhillon & Torkzadeh, 2006).  
Several articles present research models to aid in small business security 
implementation.  One such plan developed a three part model encompassing security threats 
and business requirements and accounts for human and technical factors for the adoption of 
small business security solutions (Groner & Brune, 2012).   Another model was presented that 
utilized four levels consisting of organization, workflow, information and technical levels to 
address security needs (Park et al., 2008).   A unique approach suggested developing a small 
business security management system by adopting the ISO 27001 security standard to better 
suit small business needs (Valdevit et al., 2009).  Developing a model based on security 
related decision making and experience based techniques has also been suggested 
(Beachboard et al., 2006). 
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It is suggested that small businesses have distinct needs in regards to e-business and 
suggested security concerns may limit the adoption of new technology (McCarthy et al, 
2010).  These researchers developed an e-business development platform to enhance the 
ability of small businesses to take on new technology.  An adaptable model to aid in 
developing information security management systems has also been proposed (Sánchez et al, 
2009).  The literature often includes more general discussions of technology strategies for 
small business. Farhoomand and Hrycyk (1985) suggest the main reason to develop IT in 
small business is to deal with information overload.  It has evolved over the past decades to a 
position that is a central part of business strategy rather than the administrative support role it 
used to be (Keen, 1991).  Three unique characteristics about IT in small business have been 
identified (Lin et al., 2011): 1) its value is subject to limited resources; 2) it is strategic in 
nature; 3) it plays a crucial role in business strategy. With these characteristics in hand the 
authors developed an approach for developing IT strategies for small business managers.  A 
small business technology adoption model (SBTAM) has also been developed to explore the 
impact of owner and environmental factors for information technology adoption that involved 
consumer and organizational theories (Peltier et al., 2012). 
Reviewing the literature of the various suggested models and management techniques 
is valuable in understanding the nature of the problem. It appears that several of these models 
and management strategies may be overly complex for small businesses to undertake (Kissel 
2009). This research project will focus on the small businesses and their suggestions of how 
and why small business security methods can be better implemented before looking further 
into models and management suggestions. 
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CHAPTER 3 
RESEARCH METHODOLOGY AND DESIGN 
This analysis of small business security was based on case study research.  Benbasat 
(1987) notes three reasons supporting case study research in information systems.  First, we 
can study these information systems in natural settings and then generate theories.  Second, 
the researcher can seek answers to questions of how and why regarding information systems 
processes.  Third, he suggests a case is appropriate when few studies are available as the field 
of study is rapidly changing. Gable (1994) notes that case studies are not always completely 
qualitative and may include a quantitative survey and encourages IS researchers to combine 
methods as “far as is feasible”.  In this particular study, it was hoped that the initial survey 
would serve to develop an understanding of the case’s security situation and likely lead to 
more in depth answers to the interview questions. 
Components of research design as suggested by  Yin (2003) were utilized in this 
design.  These components are: 
1) A study’s question 
2) Its propositions, if any 
3) Its units of analysis 
4) The logic linking the data to the propositions 
5) The criteria for interpreting the findings 
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A study’s question.  Yin (2003) suggests to clarify the study questions for the appropriate 
how and why questions.  For this study, with our survey forming the basis for understanding 
the business security implementation and answering the first research question, the interview 
questions are noted as follows: 
1) What resources do you feel would be needed to meet all the ‘absolutely necessary’ 
security actions? 
2) What type of training or guidance would you like to see to help your company 
better understand computer security concepts? 
3) Do you feel that there are specific limitations that effect incorporating security 
practices in your business? 
4) Have you previously had a computer or information security incident where data 
may have been compromised? 
Its propositions, if any.   Yin (2003) suggest that propositions direct attention to items 
that need to be examined further and states that forming propositions will help the research 
move in the right direction.  Based on a review of the literature about the current state of small 
business security, the following propositions can be formed. 
Proposition 1: Lack of resources leads small businesses to fall short of meeting all the 
absolutely necessary security actions outlined in NISTIR 7621. 
Proposition 2: Businesses will view the limited resources of a rural location as 
negatively impacting their security practices. 
Proposition 3: Businesses in the study will be uncertain in how to improve their 
security practices. 
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Its units of analysis.   Yin (2003) indicates that the unit of analysis is related to the 
way the initial research questions were defined.  In this study, a geographic area has been 
defined that represents seven rural counties in south central North Dakota.  Independent 
insurance agencies that are small businesses in this area will be points of analysis with the 
unit of analysis representing the collection of these cases. 
The logic linking the data to the propositions.  The propositions have been developed 
in a previous step.  The interview questions will be measured against the survey questions to 
determine whether the propositions have been met for each small business.  The propositions 
do suggest that, in general, small businesses will fall short of meeting the NISTIR 7621 
security actions. 
The criteria for interpreting the findings.   For the survey questions, an overall rating 
indicating the level to which the small business meets the absolutely necessary security 
actions outlined in NISTIR 7621 was calculated.  This calculation will help to interpret the 
responses from the interview questions. 
The data collected for each small business included in this study was: 
Quantitative data collected  
A survey was constructed to collect the data as outlined below: 
 Business Name 
 Contact Name and Position 
 Phone Number 
 Location of Business (Zip Code) 
 Total Employees 
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 Total IT Staff  
 Number of hours each month devoted to IT work 
 Average hours per month of outsourced IT services 
 Questions based on NISTIR 7621 absolutely necessary actions: 
o Protect information/systems/networks from damage by viruses, spyware, and 
other malicious code. 
o Provide security for your Internet. 
o Install and activate software firewalls on all your business systems. 
o Patch your operating systems and applications. 
o Make backup copies of important business data/information. 
o Control physical access to your computers and network components. 
o Secure your wireless access point and networks 
o Train your employees in basic security principles. 
o Require individual user accounts for each employee on business computers and 
for business applications. 
o Limit employee access to data and information, and limit authority to install 
software. 
Qualitative data collected 
 As a follow up to a completed survey, an interview was conducted with the 
individual who completed the survey.  The first part of the interview discussed each question 
of the completed survey to determine the individuals understanding of the survey question 
with a goal to produce an accurate response and a successful survey (Fowler, 1990).   The 
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second part of the interview involved interview questions as noted previously in this chapter. 
The responses to the initial questions were used to determine follow up questions as outlined 
in the interview script in Appendix A. 
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CHAPTER 4 
RESULTS, ANALYSIS AND FINDINGS 
This study can be used by the small business security research community with results 
contributing to both practice, and research and theory. 
Results Contributing to Practice 
 This study involved three research questions and focused primarily on the 
implementation of security practices in regards to NISTIR 7621.  A large amount of data was 
collected in regards to the security practices of the selected businesses.  In the selected seven 
county area, nineteen small businesses participated in the study which represents a 100% 
participation rate of independent insurance agencies in these counties.  As noted in Chapter 2, 
additional criteria for case selection is that the independent agencies selected shall be 
responsible for managing their computer systems and not fall under the management of a 
related business such as a bank or credit union.  
Table 1 below shows an overview of the nineteen participants in regards to the total 
number of employees, full time IT staff, approximate number of hours per month devoted to 
IT work and the approximate number of hours per month of hired outside IT support.  Due to 
the small size of these businesses, none of them were able to support a full time IT staff 
person and spent a very modest amount of time per month on IT related work. 
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Table 1: Participant Overview 
Participant 
# 
Number of 
Employees
Full Time 
IT Staff 
Hours IT 
Work per 
Month 
Hours 
Outside IT 
Service per 
Month 
1 7 0 10 3 
2 2 0 5 3 
3 3 0 5 0 
4 1 0 2 1 
5 3 0 2 0 
6 3 0 5 0 
7 1 0 5 0 
8 2 0 10 5 
9 1 0 5 1 
10 3 0 5 3 
11 4 0 2 1 
12 1 0 2 0 
13 3 0 8 2 
14 2 0 4 0 
15 2 0 1 1 
16 3 0 1 1 
17 2 0 0 0 
18 3 0 4 3 
19 2 0 2 2 
Average 2.53 0.00 4.11 1.37 
 
The participants varied from a business size of just one insurance agent to maximum 
size of 7 employees with an average size of approximately 2.5 employees per business.  It was 
not noted how many of these employees are registered insurance agents.  The total number of 
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employees among all the businesses was 48.  The North Dakota Insurance Department (2013) 
suggests these counties contain 215 registered insurance agents and 44 registered agencies.  
These numbers suggest that at a maximum, approximately 22% of the agents in the area are 
independent agents. 
The results of this study contributing to practice provide an overview of the staffing 
and IT resources available to maintain an absolutely necessary level of information security as 
outlined in NISTIR 7621.  The demographic data shows that the employees in the small 
business whose primary role is to sell various lines of insurance have also taken on the full 
responsibility of maintaining a certain level of information security for the business. 
Study Protocol 
Three questions that were investigated for this case study are: 
1. What level of security do independent insurance agencies in rural North 
Dakota implement when measured against the suggested practices of the 
NISTIR 7621 guidelines? 
2. How do independent insurance agencies in rural North Dakota perceive they 
could improve their security practices in regards to NISTIR 7621?  
3. How do independent insurance agencies in rural North Dakota perceive their 
rural location impacts their information security practices? 
These questions and the results from the study can be used in the development of a 
theoretical model that addresses the case study questions of “what, “how” and “why” as it 
relates to the NISTIR 7621 ten absolutely necessary security actions that small business 
should utilize to provide a basic level of computer security. 
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Appendix A outlines the case study protocol followed in this research project.  This 
research process can be summarized in the following four steps: 
 Pre-Interview Security Practices Survey 
 Interview Based Security Practices Survey 
 Interview Questions 
 Analysis 
The first two steps involve the same ten question security practices survey.  The first 
step required the participant to complete the survey unassisted, prior to the interview.  The 
second step involved an interview process were the security questions were re-visited and the 
researcher clarified the practice and attempted to verify the level at which the respondent 
applied that practice. Differences in the results from the two surveys can provide a measure of 
the consistency and understanding of the survey instrument (Fowler, 1995). Since the 
interview based survey often involved a more thorough discussion of the security practices 
and discussion with the participant on their level of implementation, it should present a more 
accurate assessment (Collins, 2001).   
 These first two steps relate to the first research question and the attempt to measure 
the level of implementation of the ten suggested practices of NISTIR 7621.  The results of the 
first two steps will be analyzed together in the first subsection below with the suggestion that 
the interview based survey provided the more accurate response (Presser, 2004). 
The third step in the process was a series of interview questions designed to answer 
research questions 2 and 3 and this will be analyzed in the second subsection.   
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Results and Findings: Security Practices Survey 
After introducing the research project to them, each participant in the study was asked 
to complete a survey.  The first part of the survey was designed to obtain some basic 
information about the business.  The second part of the survey was designed to measure the 
level of implementation of ten security practices noted as “absolutely necessary” in NISTIR 
7621.  A copy of this survey is contained in appendix A.  After the participant completed the 
survey, the ten security practices were revisited in an interview format to provide a method to 
verify the accuracy of the responses. 
For each of the ten security practices, the participant was presented with a description 
of the security practice and then asked to rate the level of implementation in their business.  
Table 2 describes the response choices and the description of those choices. 
Table 2: Definition of Survey Response Options 
Survey Response Choice Description 
Fully Implemented 
If your business completely implements a 
security practice as described, select Fully 
Implemented.  
Mostly Implemented 
If your business implements at least 50% of 
the practice, select Mostly Implemented.  
Partly Implemented 
If your business implements some of the 
practice, but less than 50%, select Partly 
Implemented.  
Not Implemented 
If the practice is not implemented at your 
business, select Not Implemented.   
Not Sure 
If you are uncertain about how your business 
implements a security practice, feel free to 
select ' Not Sure' as your answer. 
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Table 3 provides a high level overview of the responses to the ten security practices 
and the percentage of the nineteen participants selecting that response 
Table 3: Overview of Survey Responses 
Fully 
Implemented 
Mostly 
Implemented 
Partly 
Implemented 
Not 
Implemented Not Sure 
Practice 1:  Anti-Virus 84% 16% 0% 0% 0% 
Practice 2: Hardware 
Firewall 42% 32% 11% 5% 11% 
Practice 3: Software 
Firewall 63% 21% 11% 0% 5% 
Practice 4: Patches and 
Updates 47% 26% 11% 5% 11% 
Practice 5:Backups 37% 21% 16% 26% 0% 
Practice 6: Physical 
Access Controls 47% 37% 5% 11% 0% 
Practice 7: Wireless 
Security 47% 11% 16% 11% 16% 
Practice 8: Security 
Training 26% 26% 16% 32% 0% 
Practice 9: Password 
Policy 47% 21% 21% 11% 0% 
Practice 10: Limited 
Access 21% 26% 26% 26% 0% 
Average 46% 24% 13% 13% 4% 
 
Table 4 provides a high level overview of interview phase and the responses to the ten 
security practices and the percentage of the nineteen participants selecting that response. 
Table 4: Overview of Interview Based Survey Responses 
Fully 
Implemented 
Mostly 
Implemented 
Partly 
Implemented 
Not 
Implemented Not Sure 
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Practice 1:  Anti-Virus 74% 26% 0% 0% 0% 
Practice 2: Hardware 
Firewall 11% 74% 16% 0% 0% 
Practice 3: Software 
Firewall 21% 58% 16% 5% 0% 
Practice 4: Patches and 
Updates 5% 63% 26% 0% 5% 
Practice 5:Backups 16% 26% 58% 0% 0% 
Practice 6: Physical 
Access Controls 37% 42% 11% 11% 0% 
Practice 7: Wireless 
Security 47% 16% 21% 11% 5% 
Practice 8: Security 
Training 5% 21% 47% 26% 0% 
Practice 9: Password 
Policy 26% 21% 42% 11% 0% 
Practice 10: Limited 
Access 0% 42% 32% 26% 0% 
Average 24% 39% 27% 9% 1% 
 
Security practice 1 involved the use of anti-virus / anti-spyware software and 
described how the business should install and regularly update this software on every 
computer system.  It is recommended that business turn on automatic updates and schedule 
regular system scans during night time hours to prevent and detect virus or spyware attacks. 
The question as presented on the survey was:  Do all your business systems have anti-virus / 
anti-spyware software installed and regularly updated? Table 5 below provides the results of 
the interview and pre-interview survey as well as the differences between them. 
Table 5: Survey Question 1 Results 
Response Survey
Interview 
Survey Difference 
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Fully Implemented 84% 74% -11% 
Mostly Implemented 16% 26% 11% 
Partly Implemented 0% 0% 0% 
Not Implemented 0% 0% 0% 
Not Sure 0% 0% 0% 
 
During the interview process for question 1 it appeared most respondents had a good 
understanding of the need for anti-virus software, however, a few realized that they may be 
falling short of the recommendations by not applying regular updates at times or neglecting to 
update some of the office computers.   
Security Practice 2 involved the use of a firewall for the business Internet connection.  
It was suggested that the business should install, properly configure and regularly verify the 
proper operation of a hardware firewall. The question posed to the respondent was:  Does 
your business operate a hardware firewall and regularly verify it is operating correctly? 
Table 6 below provides the results of the interview and pre-interview survey as well as the 
differences between them for question 2. 
Table 6: Survey Question 2 Results 
Response Survey 
Interview 
Survey Difference 
Fully Implemented 42% 11% -32% 
Mostly Implemented 32% 74% 42% 
Partly Implemented 11% 16% 5% 
Not Implemented 5% 0% -5% 
Not Sure 11% 0% -11% 
 
During the interview process for question 2, it appeared some of the respondents did 
not have a good understanding of how the hardware firewall was utilized in their business.  In 
most cases, the firewall had been setup by their Internet service provider. For most of the 
respondents it was not something they thought much about as long as their Internet 
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connection was available. Very few of the respondents have ever verified their firewall was 
operating correctly.   Thus, there was a big shift to mostly implemented that was generally 
due to the fact that once the firewall was installed, it was essentially forgotten about.  These 
findings suggest that the business should occasionally have their Internet service provider 
verify the proper operation and security of their firewall. 
Security Practice 3 involved the utilization of a software firewall on the business 
workstations.  This practice suggested that the software firewall needs to be enabled, 
configured and regularly updated on all computer systems.  The software firewall will help 
prevent the computer from being compromised by a hacker or some type of malicious code. 
The question presented was as follows: Does your business install, use, and keep updated a 
software firewall on every computer system?  Table 7 below provides the results of the pre-
interview and interview survey as well as the differences between them for question 3. 
Table 7: Survey Question 3 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 63% 21% -42% 
Mostly Implemented 21% 58% 37% 
Partly Implemented 11% 16% 5% 
Not Implemented 0% 5% 5% 
Not Sure 5% 0% -5% 
 
During the interview process for question 3 it appeared some of the respondents did 
not have a good understanding of how the software firewall was utilized on their computers, 
but most of them had it installed and operating on their computer systems.   Most of the 
respondents were unsure if it was operating correctly and if it was being updated.  A few 
respondents had older systems without a software firewall installed.  The interview based 
survey shows a big shift from fully implemented to mostly implemented that was primarily 
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due to the uncertainty in the respondents regarding whether their firewall was operating 
correctly.  The findings suggest that businesses are generally utilizing the operating system 
provided or third party firewall software without understanding how to configure it or verify 
its operation.  To improve their rating, businesses should educate themselves more fully about 
software firewalls or consider having outside support verify their system settings. 
Security practice 4 involved the practice of updating operating systems and 
applications.  It was suggested that businesses regularly patch their operating systems and 
applications on all computer systems.  The question was presented as: Does your business 
regularly patch operating systems and applications on all computers? Table 8 below provides 
the results of the surveys as well as the differences between them for question 4. 
Table 8: Survey Question 4 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 47% 5% -42% 
Mostly Implemented 26% 63% 37% 
Partly Implemented 11% 26% 16% 
Not Implemented 5% 0% -5% 
Not Sure 11% 5% -5% 
 
During the interview process for question 4 it appeared most of the respondents did 
utilize automatic updates for their operating systems, but rarely verified if the updates were 
being properly applied.  Several had not considered regular updates to other applications.  A 
few respondents had older systems that were not being updated.  The differences in the results 
show a big shift from fully implemented to mostly implemented or partly implemented that 
was primarily due to the uncertainty  in verifying if patches were applied and if other  
applications were updated. 
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Security practice 5 involved the practice of backups for computer systems.  Businesses 
were instructed to back up all the information generated by the business on all computer 
systems.  Business data could be lost due to system failures, employee errors or malicious 
code. The question was worded as follows:  Does your business make backup copies of all 
important business data/information on all computers? Table 9 below provides the results of 
the surveys as well as the differences between them for question 5. 
Table 9: Survey Question 5 Results  
Response Survey
Interview 
Survey Difference 
Fully Implemented 37% 16% -21% 
Mostly Implemented 21% 26% 5% 
Partly Implemented 16% 58% 42% 
Not Implemented 26% 0% -26% 
Not Sure 0% 0% 0% 
 
During the interview process for question 5 it appeared most of the respondents 
understood the need to back up their systems.  However, after discussion, it was determined 
they were not necessarily backing up data for all computer systems, did not back up all 
applications, and sometimes did not have offsite storage.  The interview responses show a big 
shift to partly implemented that was primarily due to a lack of a comprehensive backup plan 
and strategy.  A few that initially chose not implemented did actually backup some critical 
client information to insurance carrier web databases.  The findings suggest that the 
businesses need to make an improved effort to be aware of where all their information is 
stored and be careful to fully backup all that information. 
Security practice 6 involved controlling physical access to the computer and network 
components.  It was suggested that the business properly control access to systems and 
network components.  It is suggested that businesses need to be fully aware of anyone who 
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has access to their system and should consider not allowing visitors to walk into their office 
space without being challenged.  The question was worded as: Does your business control 
physical access to your computers and network components?  Table 10 below provides the 
results of the surveys as well as the differences between them for question 6. 
Table 10: Survey Question 6 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 47% 37% -11% 
Mostly Implemented 37% 42% 5% 
Partly Implemented 5% 11% 5% 
Not Implemented 11% 11% 0% 
Not Sure 0% 0% 0% 
 
During the interview process for question 6, it appeared most of the respondents 
understood the need to control access and essentially had ownership of their personal desk 
space that was not shared with other employees.  A few respondents had shared office space 
with more than one business occupying the building. These businesses did not fully control 
access to network components and all computer systems.  Differences between the survey and 
the interview were small.  The respondents in this industry seem to value the need to maintain 
confidentiality in customer data. 
Security practice 7 involved the proper application of wireless network security. It was 
suggested that the business provide encryption of Wi-Fi Protected Access 2 and properly 
secure the access point.  The question was written as: Does your business secure your wireless 
access point and networks?  Table 11 below provides the results of the surveys as well as the 
differences between them for question 7. 
Table 11: Survey Question 7 Results 
Response Survey Interview Difference 
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Survey 
Fully Implemented 47% 47% 0% 
Mostly Implemented 11% 16% 5% 
Partly Implemented 16% 21% 5% 
Not Implemented 11% 11% 0% 
Not Sure 16% 5% -11% 
 
During the interview process for question 7 it appeared most of the respondents 
understood the need for wireless security, but this was something that was usually outsourced 
to their Internet service provider.  Several were unsure about their wireless security settings 
and the encryption standard in use.  Some that initially marked not sure did correct their 
answer to indicate that they did have some type of wireless security. The discussion during 
the interview question generally suggested an uncertainty and an uncomfortable response to 
this question and a lack of desire to look further into it.  This suggests they should continue to 
work with a reputable Internet service provider, and also contact them on regular basis to 
update or verify operation of the network.   
Security practice 8 involved employee training in basic computer security concepts.  
This practice suggests that the business train all employees on information security policies 
that they need to do to protect sensitive business information. The guideline suggests training 
employees in the fundamentals of information systems and the need to develop a culture of 
security.  The question was:  Does your company train your employees in basic security 
principles?  Table 12 below provides the results of the surveys as well as the differences 
between them for question 8. 
Table 12: Survey Question 8 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 26% 5% -21% 
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Mostly Implemented 26% 21% -5% 
Partly Implemented 16% 47% 32% 
Not Implemented 32% 26% -5% 
Not Sure 0% 0% 0% 
 
During the interview process for question 8 it appeared most of the respondents do not 
have an organized and well documented training program.  Several indicated that it is 
something they do, but perhaps not reliably or in an organized way.  The differences in 
response to question 8 show a big shift to partly implemented.  After reviewing the practice a 
second time, most of the respondents indicated they should be doing more in this area.   
Independent insurance agencies do generate a great amount of confidential information and 
during the interview they seemed somewhat reserved to discuss characteristics about their 
businesses.  The results from question 8 seem to suggest an overall uneasiness with the state 
of the employee training in computer security that may involve sensitive business 
information. 
Security practice 9 involved the proper use of passwords and log-in accounts.  It was 
suggested that the business use good passwords, and utilize individual user accounts. It is 
suggested in this practice that individual accounts are necessary to provide accountability for 
data integrity. It was also suggested that passwords be changed on a regular basis.  The 
question was:  Does your business require individual user accounts for each employee on 
business computers and require good passwords? Table 13 below provides the results of the 
surveys as well as the differences between them for question 9. 
Table 13: Survey Question 9 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 47% 26% -21% 
Mostly Implemented 21% 21% 0% 
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Partly Implemented 21% 42% 21% 
Not Implemented 11% 11% 0% 
Not Sure 0% 0% 0% 
 
During the interview process for question 9, several respondents indicated that 
machines often have only one account and the password is often shared among office staff.  
All agents utilize online insurance applications that require strong passwords but they often 
don’t incorporate good password policies on their workstations.  The response differences in 
question 9 display a big shift to partly implemented.  After reviewing the practice a second 
time in more detail, several noted some weakness in their password and user account 
approaches.    
Security practice 10 involved limiting employee access to data and also limiting 
employee’s use of the computer systems.  These practices were designed to prevent any one 
employee from having full control over all the systems and make everyone accountable. The 
question presented was: Does your company limit employee access to data and information, 
and limit authority to install software?  Table 14 below provides the results of the interview 
and pre-interview survey as well as the differences between them for question 10. 
Table 144: Survey Question 10 Results 
Response Survey
Interview 
Survey Difference 
Fully Implemented 21% 0% -21% 
Mostly Implemented 26% 42% 16% 
Partly Implemented 26% 32% 5% 
Not Implemented 26% 26% 0% 
Not Sure 0% 0% 0% 
 
During the interview process for question 10, several respondents indicated that they 
do not limit employee’s ability to install software and often do not limit employee access to 
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data because of poor password policies.  Question 10 results show a large shift away from 
fully implemented.  The primary reason is that most employees of the agency do have access 
to all client information.   It appears that in most of these businesses, the work roles are shared 
as agents are often out of the office to work with clients, but also need access to office 
information when they are away.  The agencies then seem to view that having individual 
accounts will make it harder to work together as an office team. 
Having discussed each practice individually and trying to form an overview of the 
security practice, an average implementation of all practices is outlined in figure 1. 
 
 
Figure 1: Average Survey Question Responses 
The overall averages are also presented for the interview portion of the survey as 
represented in figure 2. 
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Figure 2: Average Survey Question Interview Responses 
 
Table 15 displays the differences in average between the pre-interview survey and the 
interview based survey. 
Table 15: Difference between Pre-Interview and Interview Surveys 
Response 
Survey Alone 
(Average) 
Survey – Interview 
(Average) Difference
Fully 
Implemented 46% 24% -22% 
Mostly 
Implemented 24% 39% 15% 
Partly 
Implemented 13% 27% 14% 
Not 
Implemented 13% 9% -4% 
Not Sure 4% 1% -3% 
Figure 3 shows a graphical representation of the survey data represented in table 15. 
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Figure 3: Graphical Representation of Survey Difference 
 
What can be noted in figure 3 is an average shift to mostly implemented or partly 
implemented, especially where the respondent initially indicated fully implemented.  As one 
reflects on the interview portion of the survey, there were generally two reasons for this shift.  
The first reason being that the respondent would be unsure or not understand the question.  
The second reason would be that the respondent did not completely consider the extent of the 
security practice and the need to complete all phases before selecting fully implemented. The 
first goal of this study was to explore the security practices of various cases.  Research 
question 1 set out to determine a level of implementation when measured against the practices 
as outlined in NISTIR 7621.  The interview survey results noted in table 15 indicate that on 
average small businesses in this study are falling short of the requirements.  On average only 
24% have fully implemented a typical security practice as specified.  
As one looks across all the practices and the respondent’s level of ‘fully 
implemented’, the highest level of compliance was with the following practices: 
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 Practice 1: Anti-Virus 
 Practice 2: Wireless Security 
 Practice 6: Physical access controls 
The lowest level of compliance was with the following practices: 
 Practice 10: Limited Access 
 Practice 8: Security Training 
 Practice 4: Patches and updates 
An additional level of insight might be gained by looking at the combination of ‘fully 
implemented’ and ‘mostly implemented’ which suggests the business is implementing at least 
50% of the suggested practices.  Table 16 notes the degrees of compliance for this scenario. 
 
Table 16: Percent Respondents Implementing 50% and Above 
Practice 50% or Higher 
Practice 1:  Anti-Virus 100% 
Practice 2: Hardware Firewall 84% 
Practice 3: Software Firewall 79% 
Practice 4: Patches and Updates 68% 
Practice 5:Backups 42% 
Practice 6: Physical Access Controls 79% 
Practice 7: Wireless Security 63% 
Practice 8: Security Training 26% 
Practice 9: Password Policy 47% 
Practice 10: Limited Access 42% 
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Having retained some business information as outlined in Table 1, one can look at the 
implementation of the security practices as they relate to the number of employees in an 
attempt to gain further insight.  Table 17 lays out the number of employees in ascending order 
alongside the number of practices that respondent marked mostly implemented or fully 
implemented.  
Table 17: Number of Employees and Security Practices 
Number of 
Employees 
Number of practices rated at 
Mostly Implemented and Above 
1 6 
1 5 
1 7 
1 5 
2 10 
2 4 
2 6 
2 7 
2 1 
2 7 
3 5 
3 7 
3 8 
3 9 
3 8 
3 4 
3 7 
4 4 
7 10 
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Figure 4 is a line chart based on table 17. The calculation of Pearson r correlation 
produces a coefficient of .35 which represents a modest positive relationship between the 
number of employees and the number of practices rated at mostly implemented and above. 
 
 
Figure 4:  Comparison of Number of Employees and Security Practices 
 
Table 18 lays out the total number of IT hours worked per month in ascending order alongside 
the number of practices that the respondent marked mostly implemented or fully 
implemented.  
Table 18: Monthly Hours of IT Work and Security Practices 
Internal  
IT Hours 
Outsourced 
IT Hours 
Total Hours IT 
Worked 
Number of practices rated at Mostly 
Implemented and Above 
0 0 0 1
2 0 2 7
2 0 2 5
0
2
4
6
8
10
12
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
Number of Employees
Mostly Implemented and
Above
(Particpants in ascending order by # of employees)
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1 1 2 7
1 1 2 4
2 1 3 6
2 1 3 4
4 0 4 6
2 2 4 7
5 0 5 5
5 0 5 8
5 0 5 5
5 1 6 7
4 3 7 7
5 3 8 10
5 3 8 9
8 2 10 8
10 3 13 10
10 5 15 4
 
Figure 5 is a line chart based on table 18. A quick look at the chart in this case 
suggests that there may be a positive relationship between the variables.   The calculation of 
Pearson r correlation between the total number of hours of IT work and the number of 
practices rated at mostly implemented and above produces a coefficient of .46 which 
represents moderate positive relationship. Also, one must keep in mind that the respondents 
merely estimated the number of hours spent on IT related work and that would influence 
reliability of the strength of this relationship. 
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Figure 5: Graph of Monthly Hours of IT Work and Security Practices 
Results and Findings: Participant Interviews  
Responses from the participant interviews were coded.  Miles and Huberman (1994) 
suggest that codes help speed up the analysis and are useful for organizing the data. They 
further suggest ‘Codes are tags or labels for assigning units of meaning to the descriptive or 
inferential information compiled during a study.”   Myers (2013) notes that “as soon as you 
start coding a piece of text, you have started to analyze it.”   The coding process utilized the 
first 4 fundamental tasks associated with coding (Ryan and Bernard, 2000). 
 Sampling – Identifying texts to be analyzed and the units of analysis within 
these texts. 
 Identifying themes – The research induces themes from the text 
 Building Codebooks – organizing lists of codes and their definitions 
 Marking texts – Assigning codes to the units of text. 
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Question 1 of the interview asked the participants to identify what resources they felt 
would be needed to meet all the ‘absolutely necessary’ security actions.  Table 19 below 
provides an overview of common themes that were coded from the responses. 
Table 19: Interview Question 1 Common Themes 
Interview Question 1 Common Themes 
Code Theme Observations 
IQ1T1 None (Not Needed) Respondents answered none when they generally felt 
they were doing a good job with their security practices.  
Some initially said none, but then went on to actually 
specific some resources. 
IQ1T2 Outside Support These respondents felt their only solution was to bring 
in outside support for assistance. 
IQ1T3 Training Respondents suggested they had a lack of knowledge in 
information security practices and indicated that getting 
more training or hiring staff that already had security 
knowledge would help improve their practices. 
IQ1T4 Time Respondents indicated that with their busy schedule 
they just don’t have any time to devote to improving 
their security practices. 
IQ1T5 None ( No Interest) Respondents indicated they lack an interest in the 
subject and it’s not something they think about on a 
regular basis. 
 
Table 20 below displays the coding of themes to the answers from each participant. 
Table 20: Coding Results for Interview Question 1 
Participant 
# 
None  
(Not Needed) 
(((IQ1T1) 
Outside 
Support 
(IQ1T2) 
Training 
(IQ1T3)
Time 
(IQ1T4)
None  
(No Interest) 
(IQ1T5) 
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1 X 
2 X 
3 X X 
4 X 
5 X X 
6 X 
7 X 
8 X 
9 X 
10 X 
11 X 
12 X X 
13 X 
14 X X 
15 X 
16 X 
17 X 
18 X X 
19 X 
Total 4 2 7 7 4 
 
Question 1a was a follow up to question 1 and asked the participants to identify how 
difficult it would be for the business to obtain the resources suggested in the answer for 
question 1. 
Table 21 below provides an overview of common themes in the response to question 
1a. 
Table 21: Interview Question 1a Common Themes 
Interview Question 1a Common Themes 
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Code Theme Observations 
IQ1AT1 Easy Respondents indicated it would be easy since they felt 
they already had the resources or could readily call in 
outside support for assistance. 
IQ1AT2 Moderately Difficult Respondents indicated that it might be easy if they 
could overcome one or two other constraints such as 
time and knowledge within their business. 
IQ1AT3 Difficult Respondents indicated that financial constraints, lack of 
time, or lack of staffing would make it a challenge to 
get the resources they need. 
 
Table 22 below displays the coding of themes for question 1a to the answers from 
each participant. 
Table 22: Coding Results for Interview Question 1a 
Participant 
# 
Easy 
(IQ1AT1)
Moderate 
Difficulty 
(IQ1AT2) 
Difficult 
(IQ1AT3) 
1 X 
2 X 
3 X 
4 X 
5 X 
6 X 
7 X 
8 X 
9 X 
10 X 
11 X 
12 X 
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13 X 
14 X 
15 X 
16 X 
17 X 
18 X 
19 X 
Total 6 3 10 
 
Question 2 of the interview asked the participant to identify the type of training or 
guidance they would like to see to help their company better understand computer security 
concepts. Table 23 below provides an overview of common themes in the responses. 
Table 23: Interview Question 2 Common Themes 
Interview Question 2 Common Themes 
Code Theme Observations 
IQ2T1 Not Interested Respondents suggested that this is something they 
are not interested in putting time and effort towards.
IQ2T2 Seminars / Convention 
Topics 
Respondents indicated that they would like to see 
training at seminars and conventions. 
IQ2T3 Local or Onsite Training The respondents would like to see training offered 
in their local community or some onsite training. 
IQ2T4 Simplified Materials These respondents indicated a need for simplified 
materials that present step by step solutions to 
security concerns. 
IQ2T5 Online training Respondents suggested they would be open to 
industry specific web training. 
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Table 24 below displays the coding of themes for question 2 to the answers from each 
participant. 
Table 24: Coding Results for Interview Question 2 
Participant 
# 
Not Interested 
(IQ2T1) 
Seminars 
(IQ2T2) 
Local 
Training 
(IQ2T3) 
Simplified 
Materials 
(IQ2T4) 
Online Training 
(IQ2T5) 
1 X 
2 X 
3 X 
4 X 
5 X 
6 X 
7 X 
8 X 
9 X 
10 X 
11 X X 
12 X 
13 X 
14 X X 
15 X 
16 X 
17 X 
18 X 
19 X X 
Total 4 9 5 2 2 
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Question 2a was a follow-up to question 2 that asked the respondents to identify the 
likelihood that the training or guidance suggested would be available to them.  Table 25 
outlines them main themes in the responses. 
Table 25: Interview Question 2a Common Themes 
Interview Question 2a Common Themes 
Code Theme Observations 
IQ2AT1 Very Likely These respondents felt the training is available and is 
something they have utilized or would utilize in the future 
IQ2AT2 Likely These respondents felt the training might be available, but 
were unsure about its availability. 
IQ2AT3 Somewhat Likely Respondents felt that although some training might be 
available, restraints like time, staffing and travel make it 
difficult. 
IQ2AT4 Not Likely These respondents were not interested in considering or 
discussing additional training in security. 
 
Table 26 below displays the coding of themes for question 2a to the answers from 
each participant. 
 
Table 26: Coding Results for Interview Question 2a 
Participant 
# 
Very Likely 
(IQ2AT1) 
Likely 
(IQ2AT2)
Somewhat 
Likely 
(IQ2AT3) 
Not 
Likely 
(IQ2AT4) 
1 X 
2 X 
3 X 
4 X 
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5 X 
6 X 
7 X 
8 X 
9 X 
10 X 
11 X 
12 X 
13 X 
14 X 
15 X 
16 X 
17 
18 X 
19 
Total 4 4 8 1 
 
Question 2b was a follow-up to question 2 that asked those who were unsure about an 
answer to question 2 if they specifically would like to see more publications or web based 
training that directly addressed their security needs?  The answers to question 2a are coded in 
table 27. 
Table 27: Interview Question 2b Common Themes 
Interview Question 2b Common Themes 
Code Theme Observations 
IQ2BT1 No For those respondents that were unsure about question 2a, they 
indicated they were not interested in web training or reading 
further security articles. 
IQ2BT2 Yes For those respondents that were unsure about question 2a, they 
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indicated they would be interested in web training or reading 
further security articles. 
 
Table 28 below displays the coding of themes for question 2b to the answers from 
each participant. 
Table 28: Coding Results for Interview Question 2b 
Participant 
# 
No 
(IQ2BT1) 
Yes 
(IQ2BT1)
3 X 
10 X 
11 X 
12 X 
13 X 
14 X 
16 X 
18 X 
Total 3 5 
 
Question 3 of the interview asked the participant to identify specific limitations that 
effect incorporating security practices in their business?  Table 29 outlines the common 
themes in the responses. 
Table 29: Interview Question 3 Common Themes 
Interview Question 3 Common Themes 
Code Theme Observations 
IQ3T1 No Limitation These respondents did not name any limitations and were 
either comfortable in their implementation of security 
practices or did not see any specific obstacles. 
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IQ3T2 Time These respondents felt they did not have the time to 
devote much effort to improving their security practices. 
IQ3T3 Interest These respondents have no interest in information 
security practices in their business. 
IQ3T4 Knowledge These respondents felt the lack of knowledge in 
information security practices was a key limitation for 
them. 
 
Table 30 below displays the coding of themes for question 3 to the answers from each 
participant. 
Table 30: Coding Results for Interview Question 3 
Participant # 
No Limitation 
(IQ3T1) 
Time 
(IQ3T2) 
Interest 
(IQ3T3) 
Knowledge 
(IQ3T4) 
1 X 
2 X 
3 X 
4 X 
5 X X 
6 X 
7 X 
8 X X 
9 X 
10 X 
11 X 
12 X X 
13 X 
14 X 
15 X 
16 X 
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17 X X 
18 X 
19 X 
Total 8 8 2 5 
 
Question 3a asked those who had noted a limitation from question 3 about the 
resources they could utilize to overcome these limitations.  Responses to this question are 
coded in table 31. 
Table 31: Interview Question 3a Common Themes 
Interview Question 3a Common Themes 
Code Theme Observations 
IQ3AT1 Training / 
Seminars 
Attending training or seminars on computer security. 
IQ3AT2 Outside Support Bring in more outside IT support. 
IQ3AT3 Staff Interest Respondents suggested hiring staff with more of an 
interest in information technology. 
 
Table 32 below displays the coding of themes for question 3a to the answers from 
each participant. 
Table 32: Coding Results for Interview Question 3a 
Participant # 
Training/seminars 
(IQ3QT1) 
Outside 
Support 
(IQ3AT2) 
Staff Interest 
(IQ3AT3) 
3  X  
9 X 
10 X 
11 X 
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12 X X 
16 X 
Total 2 2 3 
 
Question 3b was a follow-up to question 3 that asked those who expressed ‘no 
limitations’ about the resources they used to reduce limitations on security practices.  The 
responses are coded in Table 33 below. 
Table 33: Interview Question 3b Common Themes 
Interview Question 3b Common Themes 
Code Theme Observations 
IQ3BT1 Training / 
Seminars 
Attend training or seminars on computer security 
IQ3BT2 Outside Support Hire outside support. 
 
Table 34 below displays the coding of themes for question 3b to the answers from 
each participant. 
Table 34: Coding Results for Interview Question 3b 
Participant # 
Training 
(IQ3BT1) 
Outside 
Support 
(IQ3BT2) 
1 X 
2 X 
3 X 
4 X 
5 X X 
6 X 
8 X 
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12 X 
13 X 
14 X 
18 X 
19 X 
Total 4 9 
 
Question 3c was designed to investigate if the respondents felt that their rural location 
was limiting their incorporating security practices into their business.  If the respondents had 
not suggested a rural location as a limitation in previous responses, this question posed that 
question directly to them. The responses are coded in table 35. 
Table 35: Interview Question 3c Common Themes 
Interview Question 3c Common Themes 
Code Theme Observations 
IQ3CT1 No Limitations Respondents suggested that they do not view their 
rural location as limiting their security practices. 
IQ3CT2 Skilled Staffing 
Limitations 
Respondents indicated that finding skilled staffing 
because of rural constraints may impact their 
security practices. 
I3CT3 IT Support Limitations Respondents suggested that they were reluctant to 
pay mileage for outside support on computer issues. 
 
Table 36 below displays the coding of themes for question 3c to the answers from 
each participant. 
Table 36: Coding Results for Interview Question 3c 
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Participant 
# 
No 
Limitation 
(IQ3CT1) 
Skilled Staff 
(IQ3CT2) 
IT Support 
(IQ3CT3) 
1 X X 
2 X X 
3 X 
4 X 
5 X 
6 X 
7 X 
8 X X 
9 X 
10 X 
11 X 
12 X 
13 X 
14 X 
15 X 
16 X 
17 X 
18 X 
19 X 
Total 17 3 2 
 
Question 4 asked to respondents if they had previously had a computer or information 
security incident where data may have been compromised.  Responses are coded in table 37 
below. 
Table 37: Interview Question 4 Common Themes 
Interview Question 4 Common Themes 
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Code Theme Observations 
IQ4T1 None Respondents indicated that they were not 
aware of system or security issues where 
data may have been compromised. 
IQ4T2 System Failure Respondents have had incidents with 
system failures where data may have been 
lost. 
IQ4T3 Internet Attack Respondents have had security incidents 
through the Internet where their computer 
security was compromised. 
 
Table 38 below displays the coding of themes for question 4 to the answers from each 
participant. 
Table 38: Coding Results for Interview Question 4 
Participant 
# 
None 
(IQ4T1) 
System 
Failure 
(IQ4T2)
Internet 
Attack 
(IQ4T3)
1 X 
2 X 
3 X 
4 X 
5 X 
6 X 
7 X 
8 X 
9 X 
10 X 
11 X 
12 X 
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13 X 
14 X 
15 X 
16 X 
17 X 
18 X X 
19 X 
Total 13 6 1 
Alignment of Research Questions to Findings 
This case proposed to assist in the development of a theoretical model that addresses 
the case study questions of “what, “how” and “why” as it relates to the NISTIR 7621.  This 
model as developed from the propositions had the simple goal of creating a blueprint for the 
study as suggested by Yin (2003).The survey results provide answers to the “what” and the 
selected interview questions address the “how” and “why” of the small business 
implementation of security practices.  The questions are aligned to the findings as follows: 
1) Research Question 1: What level of security do independent insurance agencies in 
rural North Dakota implement when measured against the suggested practices of the 
NISTIR 7621 guidelines? 
Evidence: Participant interview based survey. 
Findings: The survey attempted to measure levels at which the participants 
implemented a specific security practice.  After taking an average across all security 
practices and respondents, it was determined that 24% fully implemented the practice, 
39% mostly (more than 50%) implemented the practice, 27% partly (less than 50%) 
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implemented the practice, 9% did not implement the practice, and 1% was unsure of 
their level of implementation. 
2) Research Question 2: How do independent insurance agencies in rural North Dakota 
perceive they could improve their security practices in regards to NISTIR 7621?  
Evidence:  Interview Question 1: What resources do you feel would be needed to meet 
all the ‘absolutely necessary’ security actions? 
Findings:  Several themes were developed through coding of the responses to the 
interview question.  The resources the respondents felt they needed are: Time (7), 
Training (7), None – No Interest (4), None - Not Needed (4), Outside Support (2) 
3) Research Question 3: How do independent insurance agencies in rural North Dakota 
perceive their rural location impacts their information security practices?  
Evidence: Interview Question 3: Do you feel that there are specific limitations that 
effect incorporating security practices in your business? Interview Question 3c: Do 
you see your rural location as a limitation in incorporating security practices in your 
business? 
Findings: For Interview question 3, four themes were developed through coding the 
responses.  The respondents answered: No Limitations (8), Time (8), Knowledge (5), 
and Interest (2). For question 3, none of the respondents noted their location as a 
limitation.  For interview question 3c three themes were developed through coding the 
responses: No Limitation (17), Skilled Staffing (3), and IT Support (2) 
Analyzing the Propositions 
In Chapter 3, propositions were developed that according to Yin (2003) direct 
attention to items that need to be examined further and help the research move in the right 
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direction.  Based on a review of the literature about the current state of small business 
security, three propositions were formed.   Having coded the results from the interview, a look 
back at the propositions is necessary in the analysis.  One can look for patterns in the 
responses, develop a chain of cause and effect relationships and develop theories.   
First Proposition: Lack of Resources 
The first proposition was:  Lack of resources leads small businesses to fall short of 
meeting all the absolutely necessary security actions outlined in NISTIR 7621.  The results of 
the survey did support the suggestions that small business will fall short of meeting all the 
necessary security actions.  In fact as noted previously, a typical small business will only fully 
implement 24% of the security practices.  The first proposition suggested lack of resources 
would essentially be the cause of this poor performance. However, as one reviews the coded 
results from interview question 1 a modification to the proposition might be in order.   
Question 1 asked the respondents to identify the resources they would need to meet all 
the security actions.  Three common themes of outside support, training, and time seemed to 
fit well with the proposition, however responses of ‘not needed’ or ‘not interested’ are not 
resources and seemed to suggest a lack of desire or motivation and was a negative effect on 
their security practices.  The respondents were then asked in Question 1a how difficult it 
would be to obtain these resources.  Just over half suggested it would be difficult, where the 
rest suggested moderately difficult or easy.  These results, at least for about half or the 
respondents also suggest that motivation is having an influence on their security 
implementation.  
Having looked to the first two questions to identify the resources, question 3 asked 
participants to specifically identify limitations that effect incorporating security practices.  
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Four themes were developed from the responses.  Eight respondents suggested none, and two 
suggested a lack of interest.  The other themes were time and knowledge.  Again this suggests 
that for approximately half of the participants the lack of motivation and lack of interest was 
producing a negative effect.   
As one looks at this question, what appears to be holding back a large number of the 
participants is a lack of motivation.  This lack of motivation may have been created over time 
by many different constraints on their business, but it appears it is something that needs to be 
overcome before looking into resource constraints or specific limitations.  After overcoming 
motivation, the resource limitations of outside support, training, and time would then be key 
limitations.   
If one looks again at table 18 and considers the effect of time devoted to IT work by 
the agency staff versus the number of practices rated at mostly implemented and above, this 
produces a Pearson r correlation coefficient of .45.  Likewise comparing outsourced IT work 
versus the number of practices rated mostly implemented and above produces a Pearson r 
correlation coefficient of .37.  Taken together they produce a coefficient of .46 as noted 
previously.  This suggests that both internal time devoted to IT work and outsourced IT work 
have a positive relationship to security practice implementation.  If one were to consider the 
chain of events in improving the security practices, as noted previously the businesses would 
need to become motivated, then they would have to decide to commit time to develop a 
course of action that may involve training or contacting external support. 
Proposition 1could be rewritten as: lack of motivation, followed by lack of time 
commitment to training and outside support leads small businesses to fall short of meeting all 
the absolutely necessary security actions outlined in NISTIR 7621. 
61 
 Second Proposition: Rural Limitation 
The second proposition was: Businesses will view the limited resources of a rural 
location as negatively impacting their security practices.  This proposition was investigated by 
two interview questions.  The first was question 3 which asked the participants to identify 
specific limitations that effect incorporating security practices.  Four themes were developed: 
time, knowledge, interest, and no limitation.  None of the participants suggested a factor of 
their rural location in their responses.  As a follow-up, question 3c specifically asked the 
participants if they felt their rural location limited their security practices.  An overwhelming 
majority as noted in table 36 suggested they felt their rural location had no limitation on their 
security implementation.  Some of the respondents even went on to express how they felt the 
rural location was an advantage.  A few did suggest that living in a rural location might make 
it more difficult to find skilled staffing, but that was not necessarily a security limitation.  
Two respondents did suggest a reluctance to pay mileage for outside support on computer 
issues.  Participants also noted during the interview that they travel frequently throughout the 
state for meetings, seminars and conventions and traveling for training is not a concern for 
them.  These rural agencies have no trouble getting the training and services they need for 
other aspects of their business even if it involves travel. 
It appears after analyzing the data; the participants do not feel their rural location has 
limited resources for computer security implementation.  Although agencies don’t see rural 
location as a problem or constraint, it does not specifically mean that it is not a limitation. It 
would be beneficial to compare the security implementation against independent insurance 
agencies in urban locations, however, that data doesn’t exist within this study and the 
comparison cannot be made.  The review of the literature and the various surveys as 
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mentioned in chapter 2 did suggest poor security nationwide by small businesses.  However it 
is difficult to generalize the results of this study to determine whether the independent 
agencies perform better or worse in security implementation than the typical small business. 
Proposition 2 could be re-written as: Business will not view their rural location as negatively 
impacting their security practices. 
Third Proposition: Uncertainty in Security 
The third proposition was: Businesses in the study will be uncertain how to improve 
their security practices.  This proposition was addressed directly by question 2 which asked 
participants to identify the type of training or guidance that would help their company better 
understand computer security concepts. Themes developed from the responses were seminars, 
training sessions, simplified training materials and some suggested not interested.  It was 
noted during the interviews that insurance agents spend a large amount of their time on 
training for the products they sell.  The training is usually off-site when they travel to 
meetings.  Several agents even mentioned that past annual conventions have had topics 
related to computer security.  The results from question 2a are also relevant here in that only 
one participant suggested it was not likely that training would be available to them. It appears 
that the agents do have some certainty in how they might improve their security practices 
through training and seminars.  However, this proposition does reflect back to the first 
proposition where it may become a question of motivation that is preventing insurance agents 
from attending training that could improve their security practices.  The third proposition 
could be re-written as:  Businesses in the study can identify resources needed to improve their 
security practices, but lack the motivation to seek out these resources. 
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Analysis Summary 
As one reviews this analysis, the problem of motivation stands out.  In order to 
improve security practices the first step would be to provide a way to motivate the users. One 
such way as expressed by the National institute of Standards is to develop or utilize a security 
awareness program.  In NIST SP 800-50 (Wilson, 2003) it is noted that security awareness 
programs are designed to focus the user’s attention on security concerns. The security 
awareness program could then make security relevant to the user and make them more 
engaged as they find merit in the content (Bogart, 2012).  The NISTIR 7621 document 
referred to throughout this study could also serve well as part of a security awareness 
program.  A strong security awareness program would make a significant impact on the 
majority of the 10 security actions in this study. The second step would be to either extend the 
awareness training into more technical aspects of technology or consider utilizing outside 
technical expertise more effectively.  The security awareness training and the commitment of 
time and effort towards this training would help each business understand their technical 
limitations and the need for bringing in outside support to assist in security aspects.  Thirdly, 
outdated equipment and operating systems prevented some businesses from meeting the 
requirements of certain security actions.  Updating systems would aid in improving their 
security.  In summary, a generalized security statement for this study could be: Independent 
insurance agents can improve their security practices by utilizing security awareness training, 
updating to current operating systems and seeking outside support on more technical matters. 
A second way to motivate users might involve regulation. The suggestion above for 
security awareness training still leaves the concern of how to promote and encourage the 
independent agency to pursue this training.  Independent agencies work with similar 
confidential information that the banking and healthcare industries work with.  However, 
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these industries are required by the Gramm–Leach–Bliley Act and the Health Insurance 
Portability and Accountability Act, respectively, to provide a written information security 
program and security training for employees.  Perhaps what is needed is to extend the 
regulation from the banking and healthcare industries to insurance agencies and other 
businesses that deal with a similar set of confidential information.  This regulatory action 
would also be beneficial in suggesting a realistic set of security practices similar to what is 
promoted in NISTIR 7621 and include level of implementation baselines for security 
practices that the small business must meet.  
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CHAPTER 5 
CONTRIBUTIONS, DISCUSSION AND CONCLUSION 
Summary of Research Findings 
This chapter seeks to summarize the research data and analysis in regards the research 
questions that were introduced.  This chapter will also serve to address the implications of this 
research and suggest recommendations based upon the findings.  This study introduced three 
(3) research questions. 
Research Question 1 
 What level of security do small businesses implement when measured against the 
suggested practices of the NISTIR 7621 guidelines? 
This research question was addressed by a ten (10) question survey that was based on 
the ‘absolutely necessary’ security actions for small business that was presented in NISTIR 
7621.  Each question of the survey explained a security practice and asked the participant to 
rate their level of implementation for that practice.  This survey was presented to the 
participant two times.  The first being a pre-interview format, where the participant completed 
the survey without assistance.  The second was part of the interview process where the 
researcher re-visited each of the ten (10) practices, made sure the participant understood the 
suggested practice and the specifics of the question.  This method was suggested to provide a 
more accurate response as well identify gaps, if any between the initial response and the 
second response. 
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The results of the survey suggest that average small business in this study is falling 
short of meeting all ten (10) ‘absolutely necessary” security actions. The average small 
business fully implements 24% of the security practices.  It was suggested in the propositions 
for this study that small business would fall short of all these security actions and the 
remaining research questions sought to understand the reasons why. 
Research Question 2 
 How do small businesses perceive they could improve their security practices in 
regards to NISTIR 7621?  
To address the 2nd research question, the first interview question was developed.  Interview 
question 1 asked the participants to identify what resources they felt would be needed to meet 
all the ‘absolutely necessary’ security actions as noted on the NISTIR 7621 based survey.  
The responses were analyzed and coded to a list of 5 themes. 
1) Time (7) 
2) Training (7) 
3) None – No Interest (4) 
4) None –Not Needed(4) 
5) Outside Support (2) 
The first theme was time and the respondents typically indicated that their busy 
schedule did not allow any time to devote to improving their security practices. The second 
theme was training.  The respondents suggested they had a lack of knowledge in information 
technology and security practices, and that their knowledge could be improved by acquiring 
more training or hiring staff that already had security knowledge.  The third theme was none 
(no interest) and the respondents indicated they lack an interest in information security and 
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it’s not something they think about on a regular basis.  These respondents typically 
understood the security risks, but had the mindset of not feeling it was worth the effort to 
improve their security.  The fourth theme was noted as none (not needed).  The respondents 
who were meeting most of the security practices and felt they were doing a good job 
suggested that there was nothing more they needed to do.  The final theme was outside 
support.  These respondents felt the best solution was to look for outside assistance.   Based 
on the themes presented, it does appear the respondents do have some ideas of what it might 
take for their business to improve their security practices.   
Research Question 3 
How do small businesses perceive their rural location impacts their information 
security practices? 
This research question was addressed partly by question 3 and more specifically by the 
follow-up question 3c.  Interview question 3 asked the respondents to identify specific 
limitations that effect incorporating security practices in their business.  None of the responses 
suggested a rural location as a limitation.  Interview question 3c was asked as a follow-up and 
asked the respondents if they saw their rural location as a limitation in incorporating security 
practices in their business?  The responses to interview question 3c generated three themes. 
1) No Limitation (17) 
2) Skilled Staffing (3) 
3) IT Support (2) 
The majority felt that their rural location had no impact on their information security 
practices.  A few suggested that their rural location made it more difficult to find skilled 
staffing with more technology experience and that could potentially impact their security 
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practices.  A couple of the respondents suggested their reluctance to pay mileage for IT 
services to their site might make them reluctant and may impact their security practices. 
Limitations 
This was a case study that investigated the security practices of small businesses in a 
seven county section of rural North Dakota.  The businesses selected for the study represented 
independent insurance agencies that are wholly responsible for their information technology 
security practices.  Every business and location has unique characteristics. Results and 
conclusions that have been developed through this study may be applicable to other business 
types and other geographic areas.  Each researcher should determine whether the findings in 
this study are applicable to other situations and business scenarios.   
This study relied solely on the participant’s answers to specific questions.  Participants 
were told that their responses would be confidential; however it could be possible that a 
participant may have been reluctant to provide accurate answers that would either indicate 
poor implementation of certain security practices, or suggest a poor understanding of the 
questions posed. 
Recommendations for Future Research 
The findings from this study are significant in that they provide good insight into the 
state of small business information security practices for the selected independent insurance 
agencies in rural North Dakota.  This study also introduces a measurement tool based on the 
NISTIR 7621 guidelines for small business.  There are however areas for future investigation 
and research.  Two key areas are identified: 
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1)  To complement this study, the analysis could expand into other business types, 
geographic areas, and seek out businesses that have either a larger number of employees or 
more variation in the number of employees.  This would provide a wider understanding of 
small business security where the insight gained could be more applicable to other business 
scenarios. 
2) Investigate more fully the NISTIR 7621 guidelines and whether the practices and 
guidelines suggested represent a truly accurate assessment of the necessary security actions 
for small businesses. Perhaps recommendations and modifications could be investigated that 
could improve the NISTIR 7621document. 
Implications and conclusion 
This was a case study of small business independent insurance agents and their 
application of security practices as supported by NISTIR 7621 guidelines.  This study 
provides a valuable contribution to the body of knowledge related to small business security. 
This study introduced a measurement tool based off the NISTIR 7621 document designed to 
gauge the level of security practices in small businesses. Through analysis of the findings, this 
study suggests that independent insurance agents can improve their security practices by 
utilizing security awareness training, updating to current operating systems and seeking 
outside support on more technical matters 
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APPENDICES 
APPENDIX A: CASE STUDY PROTOCOL 
Section A: Overview of the research project 
This study seeks to investigate small business security practices by a case study of 
independent insurance agencies located in seven rural North Dakota counties to better 
understand concerns in providing basic security needs for their information systems.   
Independent insurance agencies are companies that sell a variety of insurance products 
including areas of health, life, disability, property and long term care(Independent Insurance 
Agents and Brokers of America, 2012). In the United States there are approximately 37,500 
independent agencies (Independent Insurance Agents and Brokers of America, 2012).  
  
Figure 6: Selected Counties in North Dakota 
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The geographic area of this study includes the contiguous counties of Dickey, 
Lamoure, Logan, McIntosh, Ransom, Sargent and Emmons in South Central North Dakota 
(see Figure 1).  These counties represent a land area of approximately 7,576 square miles 
which is about 11% of the state of North Dakota.  The population represents about 4% of the 
state residents at nearly 27,000 residents (US Census Bureau, 2010).  All parts of these 
counties represent rural / non-urban areas as defined by the 2010 census (USDA Economic 
Research Service, 2010). 
To better understand the security practices of these businesses, this study will 
incorporate the use of the National Institute of Standards document titled “Small Business 
Information Security: The Fundamentals” (NISTIR 7621). This document is an interagency 
report that describes research of a technical nature with the intent of providing guidance to 
small businesses in their security actions (National Institute of Standards and Technology, 
2013).  Small businesses are not required to follow any of the guidelines, but are strongly 
encouraged to in order to meet a basic level of information security (Kissel, 2009).  NISTIR 
7621 describes 10 absolutely necessary security actions that a small business should utilize.   
The research questions for the study are: 
1) What level of security do small businesses implement when measured against the 
suggested practices of the NISTIR 7621 guidelines? 
2) How do small businesses perceive they could improve their security practices in 
regards to NISTIR 7621?  
3) How do small businesses perceive their rural location impacts their information 
security practices?  
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Section B: The case research methods 
This analysis of small business security will be based on case study research with an 
included survey.  Gable (1994) notes that case studies are not always completely qualitative 
and may include a quantitative survey and encourages IS researchers to combine methods as 
“far as is feasible”.   
Components of research design as suggested by  Yin (2003) will be utilized in this 
design.  These components are: 
1) A study’s question 
2) Its propositions, if any 
3) Its units of analysis 
4) The logic linking the data to the propositions 
5) The criteria for interpreting the findings 
A study’s question.  Yin (2003) suggests to clarify the study questions for the appropriate 
how and why questions.  For this study, with our survey forming the basis for understanding 
the business security implementation and answering the first research question, the primary 
interview questions are noted as follows: 
1) What resources do you feel would be needed to meet all the ‘absolutely necessary’ 
security actions? 
2) What type of training or guidance would you like to see to help your company 
better understand computer security concepts? 
3) Do you feel that there are specific limitations that effect incorporating security 
practices in your business? 
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Its propositions, if any.   Yin (2003) suggest that propositions direct attention to items 
that need to be examined further and states that forming propositions will help the research 
move in the right direction.  Based on a review of the literature about the current state of small 
business security, the following propositions can be formed. 
Proposition 1: Lack of resources leads small businesses to fall short of meeting all the 
absolutely necessary security actions outlined in NISTIR 7621. 
Proposition 2: Businesses will view the limited resources of a rural location as 
negatively impacting their security practices. 
Proposition 3: Businesses in the study will be uncertain in how to improve their 
security practices. 
Its units of analysis.   Yin (2003) indicates that the unit of analysis is related to the 
way the initial research questions were defined.  In this study, a geographic area has been 
defined that represents 7 rural counties in south central North Dakota.  Independent insurance 
agencies that are small businesses in this area will be points of analysis with the unit of 
analysis representing the collection of these cases. 
The logic linking the data to the propositions.  The interview questions will be 
measured against the survey questions to determine whether the propositions have been met 
for each small business.  The propositions do suggest that in general, small businesses will fall 
short of meeting the NISTIR 7621 security actions. 
The criteria for interpreting the findings.   For the survey questions, an overall rating 
indicating the level to which the small business meets the absolutely necessary security 
actions outlined in NISTIR 7621 will be calculated.  This calculation will help to interpret the 
responses from the interview questions. 
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Section C: Research procedures 
1) Initial contact with companies 
a. Selection of cases 
Cases selected for this study will be independent insurance agencies located in the 
counties of Dickey, Lamoure, Logan, McIntosh, Ransom, Sargent and Emmons in 
South Central North Dakota.   Professional Insurance Agents of North Dakota, an 
association of independent agents has provided a list of their member agencies in 
these seven counties.  Additionally names and locations of agencies in these 
counties will be sought out by agent registrations through the North Dakota 
Insurance Department, an internet search and a visit to communities in these 
counties. 
b. Establishing contact 
The researcher will make initial contact with the agencies either through a letter, 
phone conversation, email, or personal visit to their business site.  The agencies 
will be provided with an executive summary of the research project, explaining the 
research goals and methods to be used.  Additionally, the agencies will be 
provided with a short professional profile of the researcher. 
2) Scheduling of field visits 
After initial contact, a site visit will be scheduled at the earliest convenience of the 
insurance agency.  The researcher will attempt to geographically group site visits 
to minimize travel time.  Site visits will typically be scheduled during normal 
business hours for the insurance agency. 
3) Expected preparation prior to site visit 
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For each site visit, the following documents will be brought:  a survey form, copy 
of NISTIR 7621, and an interview response sheet. 
Section D: Research instruments 
1) Survey 
A survey instrument will be utilized to aid in answering the research questions as follows: 
Research Question 1: What level of security do small businesses implement when 
measured against the suggested practices of the NISTIR 7621 guidelines? 
The survey will based on the NISTIR 7621 10 absolutely necessary security actions.  After 
the initial completion of the survey, the researcher will begin the interview portion.  The first 
part of the interview will be to discuss the survey a second time to further explain the security 
practice, and note the accuracy of the interviewee’s response.  Figures 2 through 7 contain the 
contents of the survey instrument. 
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Figure 7: Survey Page 1 
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Figure 8: Survey Page 2 
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Figure 9: Survey Page 3 
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Figure 10: Survey Page 4 
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Figure 11: Survey Page 5 
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Figure 12: Survey Page 6 
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Figure 13: Interview Script 
 
2) Interview  
 
After completing the process of reviewing the survey with the respondent, the researcher will 
then seek to gather data to answer the next research questions: 
Research Question 2: How do small businesses perceive they could improve their security 
practices in regards to NISTIR 7621? 
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Research Question 3: How do small businesses perceive their rural location impacts their 
information security practices? 
The researcher will then proceed with the interview script as outlined in figure 8.  After 
completion of the interview, the researcher shall gather the interview notes, survey responses 
and exit the business after the appropriate expression of thanks to the interviewee. 
3) Personal Observations 
Throughout the interview, the researcher will take notes on his personal observations of 
information security practices of the businesses, primarily in the realm of physical security, 
and incorporate those notes in the interview discussions to help guide accurate responses to 
the survey questions. 
 Section E: Data Analysis guidelines 
1) Quantitative Data 
After data is collected, the research moves to the analysis stage.  Data for the 
quantitative survey will be tabulated to develop a baseline measurement of the level of 
implementation of the 10 security practices.  Additionally the data form the first survey 
response will be compared to the responses from the survey discussion to determine gaps 
resulting from a possible incomplete understanding of the survey question by the respondent.  
2) Qualitative Data 
Responses to the qualitative data from the interviews and personal observation will be 
coded and categorized using qualitative data presentation and analysis procedures. This coded 
and categorized data will be organized into manageable categories by research question and 
lead to a development of themes and patterns. 
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Section F: Case Study Report 
Upon completion of this study, the results will be presented in the dissertation of the 
researcher and further summarized in publication outlets.  Every effort will be utilized to 
maintain the confidentiality of the case participants. 
 
 
 
 
 
 
 
 
 
